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IN THE CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in the 
application. An identifier indicating the status of each claim is provided 

Listing of Claims 

L (Currently Amended) A data delivery system comprising: 
encrypting means for encrypting data and outputting the resultant encrypted data; 
transmitting means for transmitting the encrypted data; 
recording means for recording, on a physical s torage medium, a key used to 
decrypt the encrypted data; 

receiving means for receiving the encrypted data transnaitted by the transmitting 

means; 

reading means for reading the key stored on the physical storage medium; 

decrypting means for decrypting the encrypted data received by the receiving 
means, using tiie key read by the reading means; 

reproducing means for reproducing the data decrypted by the decrypting means; 

control means for controlling the reproduction of the data performed by the 
reproducing means in accordance wit h stored information on the storage medi mn and relating to 
the permitted use of the data : and 

judgment means for detecting unauthorized use of the data, on the basis of said 
information stored on the physical s torage medium. 
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2. (Original) A data delivery system accordiiig to claim 1, wherein the 
recording means records an allowed reproduction period during which data coiresponding to the 
key stored on the storage medium is allowed to be reproduced; and the judgment means detects 
unauthorized use of the data, on the basis of the allowed reproduction period recorded on the 
storage medium. 



3. (Original) A data delivery system according to claim 1, further 
comprising: settling means for performing settlement coiresponding to data reproduced by the 
reproducing means, and settlement information recording means for recording settlement 
information on the storage medium in response to the settlement, wherein the judgment means 
detects unauthorized use of the data, on the basis of the settlement information stored on the 
storage medium. 

4. (Original) A data delivery system according to claim 1, further 
comprising: storage means for storing the received encrypted data; and delete flag recording 
means for, when the encrypted data stored in the storage means is deleted, recording a delete flag 
on the storage mediimi, wherein the judgment means detects unauthorized use of the data by 
judging whether the delete flag is recorded on the storage medium. 



5. (Original) A data delivery system according to claim 1, wherein the 
recorxling means records an aUowed reproduction period during which data corresponding to the 
key stored on the storage medium is allowed to be reproduced; and the control means enables or 



4 of 42 



00304221 



PA(X em > R(nfD AT mos 5:17:04 PM [Eastern Di^^ 



> 08/30/2005 17:18 FAX 2125880800 FROMMER LA WRENCE & HAUG IglOO? 

PATENT 

U.S. ApplTi- No, 09/973,336 450100-03528 
Reply to Office Action dated June 15, 2005 

disables the reproducing means to reproduce the data, in accordance with the allowed 
reproduction period recorded on the storage means. 

6. (Original) A data delivery system according to claim 1, wherein the 
recording means records a number-of-times value indicating the number of times data 
corresponding to the key stored on the storage medium is allowed to be reproduced; and the 
control means enables or disables the reproducing means to reproduce the data in accordonce 
with the number-of-times value recorded on the storage medium, 

7. (Original) A data delivery system according to claim 6, further 
comprising embedding means for embedding an electronic watermark indicating the allowance 
of reproduction into the data, wherein the control means reduces the number-of-times value each 
time the reproducing means reproduces the data, and the control means rewrites the electronic 
watermark embedded in tfie data so as to indicate inhibition of reproduction when the number-of- 
times value becomes equal to zero. 

8. (Original) A data delivery system according to claim 1. further 
comprising: transfer means capable of transferring the encrypted data received by the receiving 
means to another electronic apparatus; detecting means for detecting a transfer operation 
performed by the transfer means; and ID recording means for, when the detecting means detects 
a transfer operation, recording an ID corresponding to the transfer means on the storage medium. 
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9. (Original) A data delivery system according to claim 1, further 
comprising: a mounting part for mounting the storage medium therein: memory means on which 
infonnation recorded on the storage medium is storcd when the storage medium is mounted in 
the mounting part; and rewriting means for rewriting the infonnation recorded on the storage 
medium, wherein the control means controls the reproduction of the data performed by the 
reproducing means in accordance witii the infonnation stored in the memory means. 

10, (Previously Presented) A data delivery system according to claim 2, 
further comprising rewriting means capable of rewriting the allowed reproduction period during 
which the data corresponding to the key stared on tho storage medium is allowed to be 
reproduced, so as to extend the allowed reproduction period. 

11, (Original) A data delivery system according to claim 1, further 
comprising updating means for updatmg the information recorded on the storage medium if the 
judgment means determines, from the information recorded on the storage medium, that the use 
of the data is valid 

12, (Original) A data delivery system according to claim 1 1, wherein the 
recording means records, on the storage medium, an identifier of the data, an allowed 
reproduction period assigned to the data, and a key used to decrypt the data; and the updating 
means updates the information recorded on the storage medium, if the judgment means 
determines, from the information recorded on the storage medium, that the use of the data is 
valid. 
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13. (Original) A data deUvei^ system according to claim 6, further 
comprising settling means for perfomiing settlement in accordance with the number-of-ttmes 
value recorded on the storage medium by the recording means, the number-of-times value 
indicating the number of tiroes the data is allowed to be reproduced. 

14. (Original) A data dehvery system according to claim 1, further 
comprising: counter means for counting the number of times the data is r^oduced by the 
reproducing means; and settlement means for performing settlement in accordance with a count 
value output by the counter means. 

15. (Original) A data delivery system according to claim 1, further 
comprising: payment amount recording means for recording payment amount information on the 
storage medium in response to paying a fee; and payment amount updating means for updating 
the payment amount information recorded on the storage medium in such a manner as to reduce 
the payment amount in accordance with the information recorded on the storage niedium by the 
recording means. 

16. (Cunently Amended) A server apparams for delivering data to a 
reproducing apparatus, comprising: 

encrypting means for encrypting data and outputting the resultant encrypted data; 
transmitting means for transmitting the encrypted data to the reproducing 

apparatus; 
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recordmg means for lecording, on a physical storage naedium, a key used to 

decrypt the encrypted data; and 

judgment moans for detecting unauthorized use of the data transmitted from the 
transmitting means, on the basis of information relating to the permitted use of the data s tored on 
the storage medium returned from the roprnduGtion reproducing a pparatus. 



17, (Original) A server apparams according to claim 16, wherein the 
recording means records an allowed reproduction period during which data corresponding to the 
key stored on the storage medium is allowed to be reproduced 



18, (OriginaJ) A server apparatus according to claim 17, wherein the 
judgment means detects unauthorized use of the data, on the basis of the allowed reproduction 
period recorded on the storage mediimi. 

19. (Original) A server apparatus according to claim 16, wherein the 
judgment means detects unauthorized use of the data, on the basis of the settlement information 
recorded on the storage medium by the reproducing apparatus. 



20. (Ori^nal) A server apparatus according to claim 16, wherein the 
judgment means detects unauthorized use of the data by judging whether a delete flag, which 
indicates that the data transmitted from the transmitting means has been deleted, is recorded on a 
storage mediimi returned from the reproducing apparatus. 
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21. (Original) A server apparatus according to claim 16, wherein the 
recording means records a number-of-times value indicating the number of times data 
coiresponding to the Icey stored on the storage medium is allowed to be reproduced 

22. (Original) A server apparatus according to claim 16* further comprising 
embedding means for embedding an electronic watennark indicating the allowance of 
reproduction into the data. 

23. (Original) A server apparatus according to claim 16, wherein the 
judgment means detects unauthorized use of the data by judging whether information indicating 
that the data transmitted from the transmitting means has been transferred is recorded on a 
storage medium retumed from the reproducing apparatus. 

24. (Original) A server apparatus according to claim 17, further comprising 
rewriting means capable of rewriting the allowed reiwoduction period during which the data 
corresponding to the key stored on the storage medium is allowed to be reproduced, so as to 
extend the allowed reproduction period. 

25. (Original) A server apparatus according to claim 16, further comprising 
updating means for updating the information recorded on the storage medium if the judgment 
means determines, fiom the information recorded on the storage medium, that the use of the data 
is valid. 
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26. (Original) A server apparatus according to claim 25, wherein the 
recording means records, on the storage medium, an identifler of the data, an aUowed 
reproduction period assigned to the data, and a key used to decrypt the data; and the updating 
means updates the information recorded on the storage medium, if the judgment means 
determines, from the infomiation recorded on the storage medium, that the use of the data is 
valid. 

27. (Original) A server apparatus according to claim 16, further comprising, 
payment amount updating means for, when payment amount information is recorded on the 
storage medium in response to payment of a fee perf onned by ttie reproducing apparatus, 
updating the payment amount infonnation recorded on the storage medium in such a manner as 
to reduce the payment amount in accordance with the information recorded on the storage 
medium by the recording means. 

28. (Currendy Amended) A reproducing apparatus to which encrypted data is 
transmitted from a predetermined server apparatus and to which a storage medium including a 
key stored thereon for use in decrypting the encrypted data is aent delivered the reproducing 
apparatus comprising: 

receiving means for receiving the encrypted data transmitted from the 

predetermined server apparatus; 

reading means for reading the key stored on the delivered storage medium; 

decrypting means for decrypting the encrypted data received by the receiving 
means, using the key read by the reading means; 
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reproducing means for reproducing the data decrypted by the decrypting means; 



and 



control means for controlling the reproduction of the data performed by the 
reproducing means in accordance with infonnation stored on the storage medium. 



29. (Original) A reproducing apparatus according to claim 28, wherein the 
recording means records an allowed reproduction period during which data corresponding to the 



30. (Original) A reproducing apparatus according to claim 28, further 
comprising: settling means for performing settlement corresponding to data reproduced by the 



comprising: storage means for storing the received encrypted data; and delete flag recording 
means for, when the encrypted data stored in the storage means is deleted, recording a delete flag 
on the storage medium. 

32. (Original) A reproducing apparatus according to claim 28, wherein a 
number-of-times value, indicating the nimibex of times data corresponding to the key stored on 



key stored on the storage medimn is allowed to be reproduced; and the control means enables or 
disables the reproducing means to reproduce the data, in accordance with the allowed 



reproduction period recorded on the storage means. 



reproducing means; and settlement infomiation recording means for recording settlement 



information on the storage medium in response to the settlement. 



3 1 , (Original) A reproducing apparatus according to claim 28, further 
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the Storage medium is aUowed to be reproduced, is stored on the storage medium; and the control 
means enables or disables the reproducing means to reproduce the data in accordance with the 
number-of-times value recorded on the storage medium. 

33. (Original) A reproducing apparatus according to claim 32, wherein data 
received by the receiving means includes an electronic watermark embedded in the data, the 
watermark indicating that the data is pemaitted to be reproduced; and the control means reduces 
the number-of-times value each time the reproducing means reproduces the data, and the control 
means rewrites the electronic watermark embedded in the data so as to indicate inhibition of 
reproduction when the number-of-times value becomes equal to zero. 

34. (Original) A reproducing apparatus according to claim 28, further 
comprising: transfer means capable of transferring the encrypted data received by the receiving 
means to another electronic apparatus; detecting means for detecting a transfer operation 
performed by the transfer means; and ID recording means for, when the detecting means detects 
a transfer operation, recording an ID corresponding to the transfer means on the storage medixmi. 

35. (Original) A reproducing apparatus according to claim 28, further 
comprising: a mounting part for mounting the storage medium therein; memory means on which 
information recorded on the storage medium is stored when the storage medium is mounted in 
the mounting part; and rewriting means for rewriting the information recorded on the storage 
medium, wherein the control means controls the reproduction of the data performed by the 
reproducing means in accordance with the information stored in the memory means. 
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36. (Original) A reproducing apparatus according to claim 29, further 
comprising rewriting means capable of rewriting the allowed reproduction period during which 
the data corresponding to the key stored on the storage medium is allowed to be reproduced, so 
as to extend the allowed reproduction period. 

37. (Original) A reproducing apparatus accordiT)g to claim 32, further 
comprising settling means for performing settlement in accordance with the number-of -times 
value recorded on the storage medium, the nimiber-of-times value indicating the number of times 
the data is allowed to be reproduced 

38. (Original) A reproducing apparatus according to claim 28, further 
comprising: counter means for counting the number of times the data is reproduced by the 
reproducing means; and setdement means for performing settlement in accordance with a count 
value output by the coxmter mean$, 

39. (Origina]) A reproducing apparatus according to claim 28, further 
comprising payment amount recording means for recording payment amount information on the 
storage medium in response to paying a fee. 

40. (Currently Amended) A data delivery method comprising: 

an encrypting step for encrypting data and outputting the resultant encrypted data; 
a transmitting step for transmitting the encrypted data; 
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a recording step for recording, on a physical storage medium, a key used to 

decrypt the encrypted data; 

a receiving step for receiving the encrypted data transmitted in the transmitting 

step; 

a reading step for reading the key stored on the ph^sicaLstorage medium; 

a decrypting step for decrypting the encrypted data received in the receiving step, 

using the key tead in the reading step; 

a reproducing step for reproducing the data decrypted in the decrypting step; 

a control step for controlling the reproduction of the data performed in the 
reproducing step, in accordance with information stored on the physicaLstorage medium_and 
relating to the permitted use of the data ; and 

a judgment step for detecting unauthorized use of the data, on the basis of ^id 
information stored on the physical s torage medium. 



41. (Original) A data delivery method according to claim 40, wherein the 
recording step records an allowed reproduction period during which data corresponding to the 
key stored on the storage medium is allowed to be reproduced; and the judgment step detects 
unauthorized use of the data, on the basis of the allowed reproduction period recorded on the 
storage medium. 

42. (Original) A data delivery method according to claim 40, further 
comprising: a settUng step for performing settlement corresponding to data reproduced in the 
reproducing step; and a settlement information recording step for recording settlement 
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information on the storage medium in response to the settlement, wherein the judgment step 
detects unauthorized use of the data, on the basis of the settlement information stored on the 
storage medium, 

43. (Original) A data delivery method accorditig to claim 40, further 
comprising: a storing step for storing the received encrypted data in storage means; and a delete 
flag recording step for, when the encrypted data stored in the storage means is deleted, recording 
a delete flag on the storage medium, wherein the judgment step detects unauthorized use of the 
data by judging whether the delete flag is recorded on the storage medaum. 

44. (Original) A data delivery method according to claim 40, wherein the 
recorxiing step records an allowed reproduction period during which data corresponding to the 
key stored on tiie storage medium is allowed to be reproduced; and the control step enables or 
disables the reproduction of the data in the reproducing step, in accordance with the allowed 
reproduction period recorded on the storage medium. 

45. (Original) A data delivery method according to claim 40, wherein the 
recording step records a number-of-times value indicating the number of times data 
coiiesponding to the key stored on the storage medium is allowed to be reproduced; and the 
control means enables or disables the reproduction of the data in the reproducing step in 
accordance with the number-of-times value recorded on the storage medium. 
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46. (Original) A data deUvery methc>d according to claim 45, further 
comprising an embedding step for embedding an electronic watennark indicating the allowance 
of reproduction into the data, wherein the control st^ reduces the number-of-times value each 
time the reproducing step reproduces the data, and the control step rewrites the electronic 
watermark embedded in the data so as to indicate inhibition of reproductioii when the number-of- 
times value becomes equal to zero. 

47. (Original) A data delivery method according to claim 40, further 
comprising: a transfer step in which the encrypted data received in the receiving step may be 
transfen^d by transfer means to another electronic apparatus; a detecting step for detecting 
transferring, in the transfer step, of the encrypted data received in the receiving step to another 
electronic apparatus; and an ID recording step for, when the detecting step detects transferring of 
the encrypted data, recording an ID corresponding to the transfer means on the storage medium. 

48. (Original) A data delivery method according to claim 40, further 
comprising: a mounting step for mounting the storage medium into a mounting part; a 
memorizing step for storing, into memory means, infomjation recorded on the storage medium 
when the storage medium is mounted in the mounting part; and a rewriting step for rewriting the 
information recorded on the storage medium, wherein the control step controls the reproduction 
of the data performed in the reproducing step in accordance with the information stored in the 
memory means. 
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49, (Previously Presented) A data deHvery me±od according to claim 41, 
further comprising a rewriting step in which the allowed reproduction period, during which the 
data corresponding to the key stored on the storage niedium is aUowod to be reproduced, may be 
rewrittM so as to extend the allowed reproduction period. 

50, (Original) A data delivery method according to claim 40, further 
comprising an updating step for updating the information recorded on the storage medium if the 
judgment step determines, from the information recorded on the storage medium, that the use of 
the daU is valid. 

51, (Ori^nal) A data delivery method according to claim 50. wherein the 
recording step records, on the storage medium, an identifier of the data, an allowed reproduction 
period assigned to the data, and a key used to decrypt the data; and the updating step updates the 
information recorded on the storage medium, if the judgment step determines, from the 
information recorded on the storage medium, that the use of the data is valid 

52, (Original) A data delivery method according to claim 45, further 
comprising a setfling step for performing settlement in accordance with the number-of-times 
value recorded on the storage medium in the recording step, the number-of-times value 
indicating the number of times the data is allowed to be reproduced. 

53, (Original) A data dehvery method according to claim 40, further 
comprising: a counting step for counting the number of times the data is reproduced in the 
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reproducing step; and a settlement step for perfomdng settlement in accordance with a count 
value counted in the counting step- 



54. (Original) A data deUvexy method according to claim 40, further 
comprising: a payment amount recording step for recording payment amount inforaialion on the 
storage medium in response to paying a fee; and a payment amount updating step for updating 
the payment amount information recorded on the storage medium in such a manner as to reduce 
the payment amount in accoitiance with the information recorded on the storage medium in the 
recording step, 

55. (Currently Amended) A method of controlling a server apparatus so as to 
deliver data from the server apparatus to a reproducing apparatus, comprising: 

an encrypting step for encrypting data and outputting the resultant encrypted data; 
a transmitting step for transmitting the encrypted data to the reproducing 

apparams; 

a recording step for recording, on a physical s torage medium, a key used to 
decrypt the encrypted data; and 

a judgment step for detecting uuiautborized use of the data transmitted in the 
transmitting step, on the basis of information sjoned on flie physical s torage medium returned 
from the reproduction apparatus , said information relating to tfie pe rmitted use of said data. 
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56. (OiiginaJ) A method of controlling a server ^aratas, according to claim 

55, wherein the reconJimg step lecords an allowed reproduction period during which data 

corresponding to the key stored on the storage medium is allowed to be reproduced. ^ 

CO 



57. (Orignal) A method of cdntrolling a server apparatus, according to claim 
56, wheiein the judgment step detects unauthorized use of the data, on the basis of the allowed 
reproduction peri od recorded on the storage medium. 

m 

^^^^ 

58. (Original) A method of ^controlling a server apparatus, according to claim 

55, wherein the judgment step detects unaudioirized use of the data, on the basis of the settlement _5 
information recorded on the storage medium by the reproducing apparatus. 

59. (Qrigina]) A method of controlling a server apparatus, according to claim 

• I 

55, wherein the judgment step delects unauthorized use of the data by judging whether a delete 
flag, which indicates that the data transmitted in transmitting step has been deleted, is 
recorded on a storage medium xenmied from the; reproducing apparatus. 

60. (Original) A method of controlling a server apparatus, according to claim 

i ! 

55, wherein the recording step records a numt|er-of-times value indicating the number of times 
data corresponding to the key stored on the storage medium is allowed to be reproduced. 
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61. (Original) A method of coritrolling a server apparatus, according to claim 
55, further comprising an embedding step for embiedding an electronic watermark indicating the 
allowance of reproduction into the data. 

62. (Original) A method of controlUng a server apparatus, accarding to claim 

55, wherein the judgmeut step delEcte unauthorized use of the data by judging whether 
information indicating that the data transmitted in the transmitting step has been transferred is 
recorded on a storage medium tetumed firom the reproducing apparatus. 

63. (Original) A mefliod of cqntrolling a server apparatus, according to claim 

56. further comprising a rewriting step in which the aUowed reproduction period, during which 
the data corresponding to the key stored on the stiorage medium is allowed to be reproduced, may 

be rewritten so as to extend the allowed leproducltion period. 

I 

64. (Original) A method of controlling a server apparatus, according to claim 

55, further comprising an updating step for updating the information recorded on the storage 

medimn if the judgment step determines, from the information recorded on the storage medium, 

that the use of the data is valid. i 

I 

• ! 

65. (Original) A method of controlling a server apparatus, according to claim 

i 

64, wherein the recording step records, on the storage medium, an identifier of the data, an 

i 

allowed reproduction period assigned to the dat^, and a key used to decrypt the data; and the 



updating step updates the information recorded on the storage medium, if die judgment step 
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determines, horn the infonnation recorded on the storage medium, that the ijse of the data is 
valid. 

66. (Original) A method of controlling a server apparatus, according to claim 
55, further comprising a payment amount updating step for, when payment amount information 

i 

is recorded on the storage medium in response to payment of a fee performed by the reproducing 
apparatus, updating the payment amount infonnation recorded on the storage medium in such a 

i ' 

manner as to reduce the payment amount in accordance with the information recorded on the 



storage medium in the recording step. 



I 



67. (Currently Amended) A method of controlling a reproducing apparatus to 

which encrypted data is transmitted from a predetermined server apparatus and to which a 

j 

physical storage medium including a key stored jthereon for use in decrypting the encrypted data 
is 5eB t delivered , the method comprising: 

a receiving step for receiving the encrypted data transmitted from the 
predetermined server apparatus; 

a reading step for reading the key stored on the deliveiied physical storage 

medium; 

a decrypting step for decrypting ^he encrypted data received in the receiving step, 
using the key read in the reading step; 

a reproducing step for reproducing the data decrypted in the decrypting step; and 



m 

CO 



o 
o 
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a control step for controlling the reproduction of the data perfonned in the 
reproducing step in accordance with information stored on the Ehysical . s torage medium md 
relating to the permitted u se of said data. 



68. (Cuirendy Amended) A method of controlling a reproducing apparatus, 
according to claim 67, wherein the feeei^Ht-tea^atep £ee«d*-reads.an allowed reproduction 
period during which data coaesponding to the key stored on the storage medium is allowed to be 
reproduced-, and the control step enables or disables the reproduction of the data in the 
reproducing step, in accordance wid) the allowed reproduction period recorded on the storage m 

o 

means, 

IS 

69. (Original) A method of controlling a reproducing apparatus, according to 
claim 67, fiirther comprising: a settling step for perfonning settlement corresponding to data 
reproduced in the reproducing step; and a settlement information recording step for recording 
settlement information on the storage medium in response to the setderaent. 

70. (Original) A method of controlling a reproducing apparatus, according to 
claim 67, further comprising: a storing step for storing the received encrypted data into storage 
means; and a delete flag recording step for, when the encrypted data stored in the storage means 
is deleted, recording a delete flag on the storage medium. 

71. (Original) A method of controlling a reproducing apparatus, according to 
claim 67, wheirin a number-nof-times value, indicating the number of times data corresponding to 
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the key stored or the storage medium is allowed to be reproduced, is stored on the storage 
mediuiD; and the control step enables or disables the reproduction of the data in the reproducing 
step, in accordance with the numbei-of-tiines value recorded on the storage medium. 



72. (Original) A method of controlling a reproducing apparatus, according to 
claim 71 , wherein data received in the receiving step includes an electronic watermark embedded 
in the data, the watermark indicating that the data is permitted to be reproduced; and the control 
step reduces the number-of-time$ value each time the reproducing step reproduces the data, and 
the control step rewrites the electronic watermark embedded in the data so a$ to indicate 
inhibition of reproduction when the number-of-times value becomes equal to ^ero. 

73. (Original) A method of controlling a reproducing apparams, according to 
claim 67, further comprising: a transfer step in which the encrypted data received in the receiving 
step may be transferred by transfer means to another electronic apparatus; a detecting step for 
detecting transferring, in the transfer step, of the encrypted data received in the receiving step to 
another electronic apparatus; and an ID recording step for, when the detecting step detects 
transferring of the encrypted data, recording an ID corresponding to the transfer means on the 
storage medium. 

74. (Original) A method of controlling a reproducing apparatus, according to 
claim 67. further comprising: a moxmting step for moimting the storage medium into a mounting 
part; a memorizing step for storing, into memory means, information recorded on the storage 
medium when the storage medium is mounted in the moimting part; and a rewriting step for 
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rewritiag the iirfonnation recorded on the storage medium, wherein the control step controls the 
reproduction of the data performed in the reproducing step in accordance with the information 
stored in the memory means. 

75. (Original) A method of ccmtrDlling a reproducing apparatus, according to 
claim 68, further comprising a rewriting step in which the allowed reproduction period, during 
which the data corresponding to die key storefi on the storage medium is allowed to be 
reproduced, may be rewritten so as to extend the- allowed reproduction period 

76. (Original) A method of controlling a reproducing apparatus, according to 
claim 71, further comprising a setfling step for performing settlement in accordance with the 
number-of-times value recorded on the storage medium, the number-of-times value indicating 
the Tinmbex of times the data is allowed to be reproduced 

77. (Original) A method 6f cbntrolling a reproducing apparatus, according to 
claim 67, further comprising: a counting step for counting the number of times the data is 
reproduced in the reproducing step; and a settlei^ent step for performing settlement in 
accordance with a count value counted in thef counting step. 

78. (Original) A method of controlling a reproducing ^aratus, according to 
claim 67, further comprising a payment amount; recording step for recording payment amount 
information on the storage medium in response to paying a fee. 
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79. (Currently Amepded) A p^gram storage medium including a processing 
program, stor^ thereon, for controlling a server Apparatus to perform a process of delivering 

data from the server apparatus to a reprodudng apparatus, the process comprising: 

! I 

an encrypting step for encrypting data and outpatting the resultant encrypted data; 

j ■ 

a transmitting stq? for transmitting the encrypted data to the reproducing 



apparatus; 



I 



a recording step for recording, ;on an informntion a physical s torage medium, a 

I 

key used to decrypt the encrypted data; and | 

a judgment step for detecting unauthorized use of the data transmitted in the 

I 

I : 

transmitting step, on the basis of information |stored on the information p hysical storage medium 
returned from the reproduction apparatu s, saili iiiformation telating to the permitted use of said 



80. (Original) A program storage medium according to claim 79, wherein the 

recording step records an allowed reproduction period during which data coiresponding to the 

I ' 
I ' 

key stored on the information storage medium is| allowed to be reproduced- 

I I 

81, (Original) A program stotage medium according to claim 80, wherein the 

j 

judgment step detects unauthorized use of the data, on the basis of the allowed reproduction 
period recorded on the information storage medium. 
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82. (Original) A program storage medium according to claim 79. >vhercin the 
jQdgment step detects unauthorized use of the dati, on the basis of the setUement information 
recorded on the information storage 3tnediuni by tie reproducing apparatus. 

J 

83 (Original) A program storage medium according to claim 79. wherein the 

i 

judgment step detects unauthorized use of the data by judging whether a delete flag, which 
indicates that the data transmitted in the transmitting step has been deleted, is recorded on an 

I 

information storage medium returned from the reproducing apparatus. 

I 

I 
I 
1 

84. (Original) A prograin stoijage medium according to claim 19, wherein the 

recording step lecords a number-of-times value indicating the number of times data 

.i 

corresponding to the key stored on the information storage medium is allowed to be reproduced. 

■\ 

85. (Original) A program stof age medium according to claim 79, wherein the 
process further compiises an embedding step fori embedding an electronic watennark indicating 

the allowance of reproduction into the data. | 

j 

! 

; i 

86. (Original) A program storage medium according to claim 79, wherein the 
judgment step detects unauthorized use of the data by judging whether information indicating 
that the data transmitted in the transmitting step has been transferred is recorded on an 

li 
■I 

information storage medium returned from the reproducing apparatus. 
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87, (Original) A program stori ge mediiwn according to claim 80, whereiD the 
process further comprises a rewriting step in whidh the aUowed reproduction period, during 
which the data corresponding to the key stored od the storage medium is aUowed to be 
reproduced, may be rewritten so as to extend the allowed reproduction period. 
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88. (Original) A program storage 
process further comprises an updating step for u 
medium if the judgment step determines, from 
that the use of the data is valid. 



pdatii 



the 



89, (Original) A program storage medium according to claim 88, wherein the 
recording step records, on the information storage medium, an identifier of the data, an allowed 
reproduction period assigned to the data, and a key used to decrypt the data; and the updating 



medium accorxiing to claim 79, wherein the 
ng the information recorded on the storage 
information recorded on the storage medium. 



step updates the information recorded on the information storage medium, if the judgment step 
determines, from the information recorded on the information storage medium, that the use of the 
data is valid. 



90. (Original) A program 
process further comprises a payment amount 
information is recorded on the information 
performed by the reproducing apparatus, 
the information storage medium in such a 



storage medium according to claim 79, wherein the 
updating step for, when payment amount 
storage medium in response to payment of a fee 
updating the payment amount information recorded on 
maimer as to reduce the payment amount in 
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accordance with the information recoxded oh the information storage medium in the recording 
step. 

91. (Cuirently Amended) A program storage medimn including a processing 
program, stored thereon, for controlling a reproducing apparatus, to which encrypted data is 
transmitted from a predetermined server apparatus "and to which m information a ^iysical 
storage medium including a key stored thereon for use in decrypting the encrypted data is 
delivered, so as to perform a process comprising: 

a receiving step for receivinjg the encrypted data transmitted from the 
predetermined server apparatus; 

a reading step for reading the key stored on the information delivered physical 

storage niedixmi; j 

a decrypting step for decryi?ting the encrypted data received in the receiving step, 

I 

using the key read in the reading step; 

I 

a reproducing step for reproducing the data decrypted in the decrypting step; and 

a control step for controlling the reproduction of the data perforaaed in the 

i 

reproducing step in accordance with information stored on the information physical s torage 
mediu m and relating to the permitted use of said data. 



92. (Currently Amendeii) A program storage medium according to claim 91, 

i 

wherein the rooording rea^ng_step re6effds-ieads.an allowed reproduction period during which 

I 

data corresponding to the key stored on thje information storage medium is allowed to be 

j 

reproduced; and the control step enables or disables the reproduction of the data in the 

i . 
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reproducing step, in accojtiance with the aUpwedj reproduction period recorded on the 
iTifnrmation -ph\sical s tor^e means. i 

93. (Ori^nal) A program storage medium acvcnnding to claim 91, wherein the 
process further compii$es: a settUng step for performing settlement corresponding to data 
reproduced in the reproducing step; and a settlement information recording step for recording 
settlement infoimation on the information storage medium in response to the settlement. 

94. (Original) A program storage medium according to claim 91, wherein the 

process further con^iises: a storing step for storing flie received encrypted data into storage 

I 

means; and a delete flag recording step for, when the encrypted data stored in the storage means 

I 

is deleted, recording a delete flag on the infonnation storage medium. 



95. (Original) A program storage medium according to claim 91, wherein the 

I 

process further comprises: a number-of-times value, indicating the number of times data 
conespimding to the key stored on the information storage medimn is aUowed to be reproduced, 

i 

is stored on the information storage medium; arid the control step enables or disables the 
reproduction of the data in the reproducing step, in accordance with the number-of-times value 

recorded on the information storage mediunL . 

I 

I 

I 

96- (Original) A program storage medium according to claim 95, wherein 
data received in the receiving step includt^ an electronic watermark embedded in the data, the 

i i 

watermark indicating that the data is permittee^ to be reproduced; and the control step reduces the 
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number^of-times value each time the reproducing step reproduces the data, and the control step 
rewrites the electronic watennark embedded in the data so as to indicate inhibition of 
reproduction when the number-of-times value becomes equal to zero. 

97. (Original) A program storage medium according to claim 91, wherein the 
process further comprises: a transfer step in which the encrypted data received in the receiving 
step may be transferred by transfer means to another electronic apparatus; a detecting step for 
detecting transferring, in the transfer step, of the encrypted data received in the receiving step to 
another electronic apparatus; and an ID recording step for, when the detecting step detects 
transferring of the encrypted data, recording an ID corresponding to the transfer means on the 
information storage medium. 

98. (Original) A program storage nmediima according to claim 91. wherein the 
process further comprises: a mounting step for mounting the information storage n^edium into a 
mounting part; a memorizing step for staring, into memory means, information recorded on the 
information storage medium when the information storage medium is mounted in die mounting 
part; and a rewriting step for rewriting the information recorded on the information storage 
medium, wherein the control step controls the reproduction of the data performed in the 
reproducing step in accordance with the information stored in the memory means, 

99. (Original) A program storage medium according to claim 92, wherein the 
process further comprises a rewriting step in which the allowed reproduction period, during 
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which the data conesponding to the key stored on the information storage mediuin is aUowed to 
be reproduced, may be rewritten so as to extend the allowed reproduction period 

100. (Original) A program storage medium according to claim 95, wherein the 
process further comprises a settling step for performing settlement in accordance with the 
numbet-of-times value recorded on the information storage medium, the number-of-times value 
indicating the number of times the data is allowed to be reproduced. 

101. (Original) A program storage medium according to claim 91, wh^ein the 
process further comprises: a counting step for counting the tiumber of times the data is 
reproduced in the reproducing step; and a settlement step for performing settlement in 
accordance with a count value counted in the counting step. 

102. (Original) A program storage medium according to claim 91, wherein the 
process further comprises a payment amount recording step for recording payment amount 
information on the information storage medium in response to paying a fee. 

103 - 126. (Canceled) 

127. (Chraently Amended) A data delivery method comprising: 

an encrypting step for encrypting data and outputting the resultant encrypted data; 

a transmitting step for transmitting the encrypted data; 
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a recording step for recording, on a physical s torage medium, a key used to 

decrypt the encrypted data; 

a receiving step for receiving the encrypted data transmitted from the 
predeteimined server apparatus; 

a reading step for reading the key stored on the phvsical_ storage medium; 

a decrypting step for decrypting the encrypted data received in the receiving step. 

using the key read in the reading step; 

a controlling step for enabling or disabling reproduction of the data decrypted in 
the decrypting step, in accordance with the-information recorded on the storage mediumjnd 
relating to the permitte d use of the data; : 

a reproducing step for reproducing the decrypted data, in accordance with the 

control in the controlling step; and 

a judging step for detecting unauthorized use of the data, on the basis of said 
information stored on the storage medium. ' 

128. (Currently Amended) A method of delivering data to a reproducing 

apparatus, comprising: 

an encrypting step for encrypting data and outputting the resultant encrypted data; 

a transmitting step for transmitting the encrypted data; 

a recording step for recording; on a phvsical s torage medium, a key used to 
decrypt the encrypted data; and • ; 
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a judging step for detecting unauthorized use of the data, on the basis of 
information stored on fl rsaid physical s tora^ medium returned from the reproducing apparatus, 
said information relating to the permitted use of the data. 



129. (Currently Amended) A method of reproducing data by a reproducing 
apparatus to which encrypted data is transmitted from a predetermined server apparatus and to 
which a physical storage medium including a key stored thereon for use in decrypting the 
encrypted data is fiet rt delivered , the method comprising: 

a leceiving step for receiving the encrypted data transmitted from the 
predetermined server apparatus; | 

a reading step for reading the key stored on the delivered physical storage 

medium; 

a decrypting step for decrypting the encrypted data received in the receiving step, 
using the key read in the reading Step; 

a controlling step for enabling or disabling reproduction of the data decrypted in 
the decrypting step, in accordance with the-in'formation recorded on the storage medium_and 
related to the permitted use of the data : 

and a reproducing step for reproducing the decrypted data, in accordance with the 

control in the controlling step. 

130- (Canceled) 
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13 1 - (Currently Amended) A' program storage medium including a processing 

i • 

program, stored thereon, for controlling a reproducing E^paratus to which encrypted data is 

transmitted from a predetermined server apparatus and to which an inf orma ti ^ a physical 

' I- 

storage medium including a key stored thereon for use in decrypting the encrypted data is sent 
delivered, the processing program serving to cpntrol the reproducing apparatus to perfonn a 

process of reproducing the data, the process comprising: 

I I 

a receiving step for receiving the encrypted data transmitted from the 

j • 

predetermined server apparatus; I ' * 

j 

a reading step for reading the kj^y stored on the informati m Kielivered phvsica] 
storage medium; | 

a decrypting step for decrypting the encrypted data received in the receivmg step, 
using the key read in the reading step ; ' ; 

a controlling step for enabling 6r disabling reproduction of the data decrypted in 

I 

the decrypting step, in accordance with^he-infocrmation recorded on the information p hysical 
storage mediu m and relating to the permitted use of the data; and 

*' f:i 

a reproducing step for reproducing the decrypted data, in accordance with the 
control in the controlling step. | 



132. (Original) A storage medium which is delivered between a server 
apparatus and a reproducing apparatus in a-data delivery system for delivering encrypted data 
from the server apparatus to the reproducinig apparatus, wherein at least information indicating 

an identifier of the data, a key used to decrypt- 'the data, and a reproduction condition of the data 

., i:! 

is stored on the Storage medium. ' I 
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133. (Original) A storage 



medium according to claim 132, wherein the 

I » ■ 
.1 



information indicating the reproduction conlditiGii is information indicating a period during 

which the data is allowed to be reproduced.. 

i ii . 



134. (Original) A storage.; mfediunm according to claim 132, wherein the 
information indicating the reproduction condition is information indicating the number of times 
the data is allowed to be reproduced. 

135- (Original) A storage meilium according to claim 132, wherein settlement 

i [:i 

information is stored on the storage medium iuTesponse to settlement associated wjth the data 
reproduced by the teproducing apparatus. 



136. (Original) A storage mlqdium according to claim 132, wherein a delete 



flag is stored on the storage medium in respo^ise to deleting data from the reproducing apparatus. 



137. (Original) A storage ntedium according to claim 132, wherein 
infonnation indicating that the data is transfenied or output from the reproducing apparatus is 



stored on the storage medium. 



138. (Original) A storage rriedium according to claim 132, wherein payment 

' \ 

amount information is stored on the storag'e lofedium in response to payment of a fee performed 

I 

i 

by the reproducing apparatus, i 
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148. (Previously Presented) A data delivery system according to claim 5, 

fuither comprising rewriting means capable of jrewriting the allowed reproduction period during 

I ! 

which the data corresponding to the key storedlon the storage medium is allowed to be 
reproduced, so as to extend the allowed reproduction period 

149, (Previously Presented) A data delivery method according to claim 44, 

I 

further comprising a rewriting step in which the allowejd reproduction period, during which the 

r t" 

data corresponding to the key stored on the storage medium is allowed to be reproduced, may be 

I I 

rewritten so as to extend the allowed reproduction period. 

I i : 
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